
Wire Fraud in 
Local 
Government 
Projects: Lessons 
from Chetek

A story of how one city 
responded, and what others can 
learn.



A Normal Day… Until It Wasn’t

On my first day, it felt like 
business as usual.

Behind the scenes, 
something wasn’t right…



The Incident

• In November 2023, Chetek fell victim to wire fraud.
• $2.6 million was sent to a fraudulent account.
• Fortunately, the funds were later recovered.



How It 
Happened

Fraudsters spoofed 
contractor emails.

Fake payment instructions 
were sent.

The City believed the 
instructions were legitimate.



Discovery & 
Response

• Alerted banks, FBI, state and local law 
enforcement.

• Paused financial transactions 
immediately.

• Engaged forensic experts to verify 
systems.



What did Sterling Bank do?
• Contacted receiving bank through multiple avenues

– Electronically
– ABA Fraud Contact Directory contacts were also 

utilized
• Phone, email, and mail contacts

• Sterling Bank signed a Hold Harmless Agreement
• Contacted the FBI



Wire transfer sent with 
approved instructions.

Sterling Bank was notified 
by the City of Chetek that 
wired funds were not 
received by intended 
recipient.  Sterling Bank 
notified the receiving bank 
of potential fraud.

Immediately signed to 
expedite potential 
recovery. 

Continued contact with 
receiving bank, however no 
details were able to be 
obtained.

Full funds were returned!
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Importance of a Community Bank
Sterling Bank suffered no financial loss.  They relied on 
approved wire transfer instructions.  So why help?

Sterling Bank 
approached it as a 
partnership with 
their customer

The impact to the 
City impacts the 

entire community

Sterling Bank was 
able to bring 

additional 
resources to utilize



Lessons Learned

VERIFY WIRE TRANSFERS 
WITH A PHONE CALL.

REQUIRE TWO-PERSON 
APPROVAL FOR LARGE 

PAYMENTS.

TRAIN EMPLOYEES TO 
SPOT PHISHING ATTEMPTS.



What You 
Can Do in 
Your City

• Don’t assume it 
can’t happen to 
you.

• Build fraud 
prevention into 
contracts.

• Establish response 
protocols before an 
incident.

• Connect with FBI 
and state partners 
now.



Closing & 
Discussion

• Fraud can happen 
to any city.

• Swift action + 
prevention policies 
are key.

• Questions & 
discussion.
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