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Name of the Game

Audits

• Internal Controls

• Compliance

• Financial

• Performance

• Forensic 

• Information System (IT security)

Historical Support

• Preservation and connection to past 

events

• Inform current decision-making by 

providing context on past projects and 

policies

Transparency 

• Public

• “Open Records Law”

• FOIA

• Larger Government agencies

• Internal Revenue Service

• State Auditing

Why are Government Agencies Required to Retain Records?



Who’s at the Table

Agencies Required to 

Retain Records

Counties

Municipalities

Public Libraries & Public Library 

Systems

Education Systems

State Government Entities

Public Records Board

State Records Center

Wisconsin Historical Society

Agencies that Oversee 

Records Management 



Rules of the Game

General Retention Schedules

➢ Retention schedules provide the required minimum retention period for a records series

➢ Each agency covered by a GRS has subsections of records with defined retention periods

➢ Records must be retained for the minimum recommended period but 

may be kept for a longer term per each agency's discretion

➢ If an agency is retaining the record, it will be subject to Open Records Law or FOIA



Rules of the Game

➢ Agencies can adopt any applicable GRS or apply 

for a variation of the existing GRSs 

➢ Agencies can also apply to opt out of adopting 

their applicable GRS but must apply to the Public 

Records Board for use of an agency specific 

Records Disposition Authorization

➢ If a records Series on a GRS does not exist within 

the agency records, they need not be created

General Retention Schedules

https://publicrecordsboard.wi.gov/



Rules of the Game
Disposition of Records

1. Appoint a Records Officer

2. Review applicable General Retention Schedules

3. Submit notification of adoption of GRS(s) to PRB*

4. Notify Wisconsin Historical Society of Disposition if applicable 

(60-day waiting period)

5. Proceed with disposition effort once proper approvals are 

received

*If opting out of PRB approved GRS, agency must create and submit an 
agency specific GRS and provide reasoning. PRB must approve prior to 
disposition

https://publicrecordsboard.wi.gov/



Rules of the Game

Disposition of Records

➢ Protecting Personally Identifiable Information

➢ Protecting financial information

➢ Legal/Audit holds for eligible records

➢ Transferring records to the Wisconsin Historical Society
➢ Records dating back 75 years

➢ Records as specified on GRS



Effective 

Strategies
Playing the right cards



Organize the Hand

Organization is the Key!

1. Grouping records by category

2. Maintaining an agreed upon organizational 

structure across the agency

3. Housing records in a centralized location

4. Using an alpha/chrono/numerical system



Discard…Often
Managing Records Volume

1. Dispose of eligible records frequently

2. Discard copies (if allowable depending on the series)

3. Avoid printing hard copy records that can remain electronic

4. Avoid duplicating files…use short cuts for digital files and determine one record keeper

5. Apply an agreed and proper naming convention consistently to all file types

6. Apply retention rules to email systems 



Play by the Book

Records Retention Policies

Records Retention Policies are formal internal guidelines for agencies to follow

WHAT

➢ Does not supersede a GRS

➢ Includes retention processes 

specific to the agency and 

summarizes requirements

➢ Defines records/non records

WHY

➢ Awareness

➢ Continuity 

➢ Reduce Risk

➢ Accountability

HOW

➢ Create and adopt the policy, 

ensuring that State 

requirements are followed

➢ Educate staff

➢ Update as needed



Document 

Integrity



Tangible Records

➢Water damage

➢Fire damage

➢Document integrity

➢Accidental destruction

➢Unauthorized use/access

Digital Records

➢Storage method

➢Cyber threats & robust security 
measures

➢Accidental destruction

➢Unauthorized use/access

➢Rapid technological advancements

Document Integrity



Paper records are not

Waterproof

Fireproof

Resistant to human error

Resistant to mold

Document Integrity



When agencies run out of physical 

storage space for tangible records,  

they often use a third-party storage 

facility to keep historical records 

but….disasters can still occur and are 

the responsibility of the agency to 

manage

Photo Credit: FOX 32 Chicago – Access Document Storage Facility (Bartlett, Illinois)

Document Integrity



Benefits of “Going Digital”

Digital Records

Efficiency

➢ Ability to track changes and 

revert to previous versions

➢ Faster retrieval

➢ Improved collaboration

➢ Improved organization

Enhanced Security

➢ Clear record of document 

changes and user activity

➢ Password protection 

capabilities

➢ Disaster recovery

Cost Reduction

➢ Reduces the need for physical 

space

➢ Overhead costs – paper, ink, 

equipment

➢ Accessible for remote 

employees



Maintaining 

Security
Protecting your hand from card 

sharks…



2023 Stats
2,207 Infrastructure Agencies Victimized

• 108 K-12 Schools Districts
• 1,899 Schools in total

• Minneapolis Public Schools

• 72 Post Secondary schools
• University of Hawaii

• Southern Arkansas University

• Stanford

High Stakes

• 95 Government Agencies
• United States Department of Transportation

• 237,000 current and former employees exposed

• U.S. Marshall Service
• Investigations, Employee files

• Data was made available for purchase on Dark 

Net



2019 - 2023 Stats

High Stakes

https://www.chainalysis.com/blog/ransomware-2024/



Players 

➢ City of Dallas

➢ Ransomware group -“Royal”

Dates of the Event

➢ Accessed server: April 2023

➢ Attack notification: May 3, 2023

➢ Notification to victims: August 2023

The Game

➢ Ransomware Delivery

➢ Data Exfiltration

The Outcome

➢ 30, 000 city employees, retirees 

and dependents effected

Case Study

Ransomware Attack

Case Study Buy-In

$8.6 Million!
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Naperville, IL 60563
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