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Name of the bame

Why are Government Agencies Required to Retain Re[:nr'ds!. I I

Audits Transparency Historical Support
* |Internal Contrals * Hublic * Preservation and connection to p,
» [ompliance * "Open Records Law" BVENS o -,
SR — . FQIA * Inform current decisinn-mal@hy

| yroviding context on past projects and
 Performance  larger Government agencies i

nolicies

* forensic * |nternal Revenue Service

o |nformation System (IT security) o JState Auditing




Who's at the Table

o3
=

Doy *

Agencies Required to Agencies that Oversee

Retain Records Records Management

- > Counties Public Records Board

* Municipalities State Records Center

Public Libraries & Public Library Wisconsin Historical Society
Systems
_ Education dystems

State Government Entities



Rules of the bame ‘

- e

General Retention Schedules

> Retention schedules provide the required minimum retention period for a records series .

> tach agency covered by a GRY has subsections of records with defined retention periods

4 “

> Records must be retained for the minimum recommended period but ®
may be kept for a longer term per each agency's discretion

> |t an agency is retaining the record, it will be subject to Open Records Law or FOIA




ules of the bame

Record Series . . . . WHS
Title Series Description Retention Confidential Notification

Leneral Retention Schedules

Administration Records (general)

Materials documenting appointments and
nominations to boards, task forces, councils, or
other bodies. May include applications; cover
sheets, letters of recommendation, resumes, and
correspondence.

Appointment
Files

Event+2 years;
Event=End of term

> Agencies can adopt any applicable GRS or apply
for a variation of the existing R3S

Appointment
Files (not
selected)

Unsuccessful appointments and nominations to
boards, task forces, councils, or other bodies.

Event+1 year;

Event=Position filled Waived

> Agencies can also apply to opt out of adopting
their applicable GRS but must apply to the Public
vecords Board for use of an agency specific

Committee

Records and

- . Confidential
Minutes NEHE}EE'_ Recoql_:lﬂ,Zenes Series Description (See V.

(Excluding y above)

C on C | .
_OI:nm[_n __OLJ_HCII Audit and Control
and Zoning

Minimum
Retention Event Examples/
and Description Notes
Disposition

Previous
RDA Number
(if applicable)

>

Records Disposition Authorization

https://publicrecordsboard.wi.gov/

f a records deries on a GRS does not exist within
the agency records, they need not be created

Board) FIS00001 Audit Reports,
Agency
Responses
and Audit
Complaints Finding
(External) Resolutions

F1500002 Audit Work

Papers

Agency audit reports created
by the Legislative Audit
Bureau, agency internal
auditors, and other state,
federal or private entities that
monitar, examine, and verify
the accounts and fiscal affairs
of an agency, and agency
responses. Audit reports
created by state, federal or
private entities that monitor,
examine and verify accounts
of sub-grantees that received
federal funds passed through
a state agency or received
direct state funds. Uniform
Guidance 2CFR 11 Part 200
sets the federal standard for
retention of audits. This
becomes the de-facto
standard for all audit reports.
Plans, analysis research
materials, draft reports,
background materials and
related records used to plan
and prepare audit reports.

EVT + 3 years | Eventis the

and destroy. date of
issuance of
final report.

EVT + 3years | Eventis

and destroy date of

confidential. issuance of
final report.

90000004
90000005
90000013
90000014

90000012




Notification of General Records Schedule Adoption

General Records Schedule Title: Date:
Instructions: Complete page 1 of form then mail signed original and 2 copies to:

State Archivist, Wisconsin Historical Society (WHS), 816 State 5t., Madison, W 53706.

Do not opt out of a record series bec: age g pes of reco
the form does not obligate gency to c ords i
with the retention time periods and dispos

2dules for more information.

Aftach a brief narrativ ining your rationale for opting out of each record series. When a separate

y that the record series is in liew of the general schedule and cross reference the

NOTE: Destruction or transfer of records is not permitted until this form is signed by the WHS and the
Public Records Board.

Wisconsin Government Unit:
Mailing Address:

is to notify the Wisconsin Historical Society and the Public R ds Board that the age named above has
ed the general records schedule and taksn the following a 1 (check appropriate b
Jpt In: We adopt the entire schedule. {Available for University of Wisconsin [UW] System and Local Units o
[ oOptIn: We adopt th ti hedule. {Available for Uni ity of Wi in [LUW] d Local Units of

Government)

[ Opt In With Revisions: We opt (out of) circle one) the following record series. (Available for UV System
and Local Units of Government) List the sp : retention schedule numbers and fitles:

whole), (in part), (circle one). {Available for State
Agenc
(ANl applicable records disposition must cease until separate retention schedules are developed and
approved by the Public Records Board,) List the specific retention schedule numbers and fitles:

ted Authority Representati Date Signed

Records Officer or Records Cusfodian Signature Date Signed

The Public Records Board and Wi
hereby authorized to retain, tr:

ge your Notification of Adoption. ¥ou are
d on the schedule.

State Archivist Signature Date Signed

PRE Executive Secretary Signature Date Signed

https://publicrecordsboard.wi.gov/

Rules o

f the bame

Dispositio

n of Records

Appoint a Records Officer
Review applicable Genera
Submit notification of ado

Retention Schedules

ntion of GRY(s) to PRB™

Notity Wisconsin Historical Society of Disposition it applicable

(B0-day waiting period)

Proceed with disposition effort once proper approvals are

received

*If apting out of PR approved GI%S, agency must create and submit an
agency specific IS and provide reasoning. PIRE must approve prior to
dispasition




Rules of the bame

3
P

. > Protecting Personally [dentifiable Information
> Protecting financial information

w OB %5 |egal/Audit holds for eligible records

> Iransterring records to the Wisconsin Historical Society
> Records dating back /a years
> Records as specified on GRY

Disposition of Records

*




tttective
Strategies

Flaying the right caras




Urganize the Hand

Organization is the Key!

. Grouping records by category .

/. Maintaining an agreed upon grgar@nal
structure across the agency -

3. Housing records in a centralized location

4. Using an alpha/chrono/numerical system




Discard...Uften

Managing Records Volume

Dispose of eligible records frequently

Discard copies (if allowable depending on the series)

Avoid printing hard copy records that can remain electronic °
Avoid duplicating files...use short cuts for digital files and determine one record keeper
Apply an agreed and proper naming convention consistently to all file types

Apply retention rules to email systems



Play by the Book !

Records Retention Paolicies I I

Records Retention Policies are formal internal guidelines for agencies to follow

WHAT HOW P WHY
> Does not supersede a GRS » [reate and adopt the policy, > Awareness 4y
> Includes retention processes ensuring that State > Lontinuity

specific to the agency and requirements are followed

summarizes requirements > Educate staff > Reduce Risk

> Defines records/non records > lIndate as needed > Accountability




Uocument
 Integrity




Uocument Integrity ‘

Tangible Records Digital Records l I

> Water damage > Storage method
> Fire damage > Lyber threats a robust security .
Measures .
> t integrit @
L > Accidental destruction -

> Accidental destruction
> lInauthorized use/access

> lnauthorized use/access
> Rapid technological advancements .



ocument Integrity

Paper records are not

Waterproof
Fireproof =

esistant to human error

Resistant to mold



Uocument Integrity

When agencies run out of physical
storage space for tangible records,
they often use a third-party storage

facility to keep historical records

but....disasters can still occur and are

the responsibility of the agency to

manage

Photo Lredit: FOX 57 hicago - Access Document Storage Facility (Bartlett Mlinois)



Uigital Records !

-

Benefits of "Going Digital”

Efficiency Enhanced Security Cost Reduction .
> Ability to track changes and > [lear record of document > Reduces the need for physical
revert to previous versions changes and user activity Space < a,,
> faster retrieval > Password protection > [verhead costs - paper., ilt
> |mproved collaboration capabilities Bquipment
i > Disaster recovery > Accessible for remote
> |mproved organization

employees _






High Stakes B

- e
2073 Stats L o
2,207 Infrastructure Agencies Victimized
108 K-12 Schools Districts 35 Government Agencies .
e |43 Schools in total e lnited States Department of Transportation
« Minneapolis Public Schools e 737.000 current affd-forrf@aployees exposed
»
e 72 Post Secondary schools e |I.S. Marshall Service
e University of Hawaii e |nvestigations, Employee files
o Southern Arkansas University » [ata was made available for purchase on Dark.

e Mtanford Net




High Stakes

2013 - 2023 Stats

Total value received by ransomware attackers, 2019 - 2023

https://www.chainalysis.com/blog/ransomware-2024/




*

ae Study

Buy-In
Easg Stud)! $85 MIHII:II'I|
Kansomware Attack
Players The Game
> [ity of Dallas > Ransomware Delivery
e > Ransomware group -"Royal” » Data Exfiltration
Dates of the Event The Dutcome
> Accessed server: April 2023 > all, 000 city employees, retirees
> Mttack notification: May 3, 2023 and dependents effecte

> Notification to victims: August 2023



Lauterbach a Amen, LLP
bbd N. River Road

Naperville, IL BUaba
(ball) ada-14aa Phone



http://www.lauterbachamen.com/
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